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1. Description

TheRDZMT24FZSMAIs a ZigBee IEEE 802.15.4 RF transceiver for the 2.4
GHz unlicensed ISM band. This chip enables industrial grade #ippkday offering
state-of-the-art selectivity/ceexistence, excellent link budget, operation up to 125°C
and low voltage operation.

In addition, the module provides extensive hardware support for frame
handling, data buffering, burst transmissions, datecryption, data authentication,

clear channel assessment, link quality indication and frame timilogmation. These
features reduce the load on the host controller.

2. Features

wIEEE 802.15.4 compliant DSSS baseband modem with 250 kbps data rate
wExcellent receiver sensitivity98 dBm)

wProgrammable output power up to +5 dBm

wRF frequency range 232607 MHz

wSuitable for systems targeting compliance with worldwide radio frequency

Regulations: ETSI EN 300 328 and EN 300 440 class 2 (BEe@fp&FR47 Part 15
(US) and ARIB STB6 (Japan)
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3. Microcontroller Support

wDigital RSSI/LQI support

wAutomatic clear channel assessment for
CSMA/CA

wAutomatic CRC

w768 bytes RAM for flexible buffering and
Security processm

wFully supported MAC security

w4 wire SPI

w6 configurable 10 pins

wlinterrupt generator

wFrame filtering and processing engine

wRandom number generator

RDZM-T24FZ-SMA Pageb of 62 Version No:V1.0



@ Reindeer Systems Pvt Ltd Excellence Throughnovation

4. Electrical Characteristics

e Operating Voltage 1.8 to 3.8 Volts.
e Operating Temperature40 deg C to +85 deg C.
e RX/TX turnaround time 192 uS.
e Maximum Radio Data rate 250Kbps.
e Current Consumption
Receive mode 26.3mA
Transmit Mode
28.8mA at 0Odbm
37.5mA at +5dbm

e Receiver Sensitivityd8dbm

¢ RFrequency range from 2394 MHz to 2507 MHz
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5. Pin out Detalils

1 2
RESETN GND
3 4
VCC GPIO1
5 6
GPIO2 SO

7 8
GPIOO0 GPIO3
9 10
GPIO5 CS

11 12

SI SCLK
13 14
VREG-EN | GPIO4

Header Pin Diagram &DZMT24FZASMA
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6. Pin Details

1) Cg; Chip Select
CS is an input enable signal for the SPI and is controlled by the external MCU.
The CS signal is used as an asynchronous active high reset to the SPI module. CS
must be held lowduring all SPI operations and must also be held low for more
than two periods of XOSC before the first positive edge of SCLK and more than

two periods of XOSC after the last negative edge of SCLK. When CS is high it must
be held high for at least 2 period$ XOSC.

2) SCLK
SCLK is controlled by an external MCU and is an input clock. The maximum SCLK
frequency is 8 MHz. There is no minimum frequency requirement.

3) Sl
Sl is the serial data input from the microcontroller. Data shall be sent with MSB
first (bit 7 in each byte of instruction commands). Data should be set up on the
negative edge of SCLK and will be clockedRRZMT24FZSMAby the next
positive edge of SCLK.

4) SO
SO is serial data out froRDZMT24FZSMAto an external MCU. Data is clocked
out on the negative edge of SCLK, so the SO signal should be sampled on the
following rising edge of SCLK. MSB (bit 7 in register definitions) will be clocked
out first. SO is configured as an input when CS is high or-Résé&w.

5) Resen
External Reet Pin, active low.

6) Vregen

When high, digital voltage regulator is active.
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Dt LhQa

RDZMT24FZSMAhas 6 GPIO pins that can be individually configured as inputs,
outputs and activate pullip resistors. Each GPIO has an associated register,
GPIOCRLnN, where the MSB configure the pin to either input or output. The
GPIOCTRL register control pugl for each individual GPIO pin, extra drive
strength for all pins and analog function for pin 0 and 1

7. GPIO reset state

GPIO |Dir | Value (Pull Extra |Polarity |Signal GPIOCTRLn Description
pin up drive value (hex)

0 |Out 0 No No Positive |clock 0x00 1MHz clock signal with 50/50 duty cycle.

1 [Out 0 No No Positive  |fifo 0x27 High when one or more bytes are in the RX FIFO.
Low during RX FIFO overflow.

2 |Out 0 No No Pasitive  |fifop 0x28 High when the number of bytes in the RX FIFO
exceeds the programmable threshold or at least one
complete frame is in the RX FIFO. Also high during
RX FIFO overflow.

3 |QOut 0 No No Positive |cca 0x29 Clear channel assessment. See FSMSTAT1 register
for details on how to configure the behavior of this
signal.

4 (Out 0 Nao No Positive  |sfd Dx2A Pin is high when SFD has been received or
transmitted. Cleared when leaving RX/TX
respectively.

5 |In Tieto [No No Paositive 0x90 No function

ground
or VDD

8. SPI Timing Requiremés

SCLK

=l

S0

0 Xo G Xe C Xz
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PARAMETER DESCRIPTION MIN TYP MAX UNIT
fescks C5n to SCLK setup time 62.5 ns
tesckh SCLK to CSn hold time 62.5 ns
tesnh CSn high 625 ns
tsclk SCLK period 125 ns
tsclkh SCLK high time 625 ns
tsclkl SCLK low time 62.5 ns
fsis Sl to SCLK setup time H ns
tsih 5l to SCLK hold time 3 ns
tsod SCLK to SO delay H ns

9. Choosing the Most Suitable Interconnection with a Microcontroller

wConnect the 4 SPI signals; CS, SCLK, Sl and SO to the microcontroller.
These signals are required in order to configRi2ZMT24FZSMAand exchange data
with it.

wConnect Bsetn to the microcontroller. Using the Restsignal is the
recommended way to reset the module for instance after powering up.

wConnecting Vregn to the microcontroller will make it possible to put
RDZMT24FZSMAinto Low PoweMode.

wConnecting one or more of the GPIOs to the microcontroller is optional.
The number of GPIOs to connect depends on the application. Connecting more
GPIOs to the microcontroller generally gives more flexibility and less SPI traffic
because it redces the need to keep reconfiguring the GPIOs for different uses.

wlf RDZMT24FZSMAwill be providing clock to the microcontroller, GPIO0 should be
connected to the clock input of the microcontroller. After reset, GPIOO will output a
1MHz clock signal with0/50 duty cycle.
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10. GPOI Configuration

CTRLn IN out Description of OUT signal
h

hex) (Command strobes)

0x00 SIBUFEX Clock Clock signal. Programmable frequency from 1MHz to 16MHz

0x01 SRXMASKBITCLR RF_IDLE RF_IDLE exception. See Exceptions summary for
details.

0x02 SRXMASKBITSET TX_FRM_DONE TX_FRM_DONE exception. See Exceptions summary
for details.

0x03 SRXON TX_ACK_DONE TX_ACK_DONE exception. See Exceptions summary
for details.

0x04 SSAMPLECCA TX_UNDERFLOW TX_UNDERFLOW exception. See Exceptions summary
for details.

0x05 SACK TX_OVERFLOW TX_OVERFLOW exception. See Exceptions summary
for details.

0x08 SACKPEND RX_UNDERFLOW RX_UNDERFLOW exception. See Exceptions summary
for details.

0x07 SNACK RX_COVERFLOW RX_OVERFLOW exception. See Exceptions summary
for details.

0x08 STXON RXENABLE_ZERO RXENABLE_ZERO exception See Exceptions summary
summary for details.

0x09 STXONCCA RX_FRM_DONE RX_FRM_DONE exception. See Exceptions summary
for details.

0x0A SFLUSHRX RX_FRM_ACCEPTED RX_FRM_ACCEPTED exception. See Exceptions summary
summary for details.

0x0B SFLUSHTX SRC_MATCH_DONE SRC_MATCH_DONE exception. See Exceptions
summary for details.

0x0C SRXFIFOPOP SRC_MATCH_FOUND SRC_MATCH_FOUND exception. See Excaptions
summary for details.

0x0D STXCAL FIFOP FIFOP axception. See Exceptions summary for details.

OxDE SRFOFF SFD SFD exception. See Exceptions summary for details.

0x0F SXOSCOFF DPU_DONE_L DPU_DONE_L exception. See Exceptions summary far
details.

0x10 DPU_DONE_H DPU_DONE_H exception. See Exceptions summary for
details.

Ox11 MEMADDR_ERROR MEMADDR_ERROR exception. See Exceptions
summary for details.

Ox12 USAGE ERROR USAGE _ERROR exception. See Exceptions summary
for details.

0x13 OPERAND_ERRCR OPERAND_ERROR exception. See Exceptions
summary for details.

Ox14 SPI_ERROR 5SP1_ERROR exception. See Exceptions summary for
details.

0x15 RF_NO_LOCK RF_NO_LOCK exception. See Exceptions summary for
details.

0x16 RX_FRM_ABORTED RX_FRM_ABORTED exception. See Exceptions
summary for details.

017 RXBUFMOV_TIMEOUT RXBUFMOW_TIMEOUT exception. See Exceptions
summary for details.

0x18 UNUSED UNUSED exception. See Exceptions surmmary for
details.

Reserved

Ox21 Exception channel A Pin is high when one or more of the exception flags in collection A
are active. It is configurable which exceptions to include in
collection A.

RDZM-T24FZ-SMA
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CTRLn IN ouTt Description of OUT signal
h

(hex) (Command strobes)

Ox22 Exception channel B Pin is high when one or more of the excepticn flags in collection B
are active. It is configurable which exceptions to include in
collection B.

0x23 Complementary exception Pin is high when one or more exception flags not in collection A

channel A are active.

0x24 Complementary exception Pin is high when one or more exception flags not in collection B

channel B are active.

0x25 Predefined exception channel | Predefined exception channel. High when one or more of the

for RX related errors. following exception flags are active: RX_UNDERFLOW,
RX_OVERFLOW, RX_FRM_ABORTED and
RXBUFMOV_TIMEOUT
0x26 Predefined exception channel | High when one or more of the following exception flags are active:
far general error conditions. MEMADDR_ERROR, USAGE_ERROR, OPERAND_ERROR and
SPI_ERROR.

0x27 fifo Pin is high when one or more bytes are in the RXFIFO. Low
during RXFIFQ overflow.

0x28 fifop Pin is high when the number of bytes in the RXFIFO exceeds the
programmable threshold or at least one complete frame is in the
RXFIFO. Also high during RXFIFO overflow. Not to be confused
with the FIFOP exception.

0x29 cca Clear channel assessment. See FSMSTAT1 register for details on
how to configure the behavior of this signal.

0x2A sfd Pin is high when a SFD has been received or transmitted. Cleared
when leaving RX/TX respectively. Mot to be confused with the
SFD exception.

0x28 lock Pin is high when frequency synthesizer is in lock.

0x2C rssi_valid Pin is high when the RSSI value has been updated at least once
since RX was started. Cleared when leaving RX.

0x2D sampled_cca A sampled version of the CCA bit from demodulator. The value is
updated whenever a SSAMPLECCA or STXONCCA strobe is
issued.

0x2E rand_i Random data output from the | channel of the receiver. Updated
at BMHz.

Ox2F rand_g Randem data cutput from the O channegl of the receiver. Updated
at BMHz

0x30 rand_xor_i_q XOR between | and O random outputs. Updated at 8MHz

0x31 sniff_clk 250kHz clock for packet sniffer data.

0x32 sniff_data Data from packet sniffer. Sample data on rising edges of sniff_clk.

0x33 mod_serial_clk 250kHz serial data clock from modulator.

0x34 mod_serial_data Serial data from modulator. Sample data on rising edges of
mod_serial_clk.

Reserved

Oxd3 rx_active Indicates that FFCTRL is in one of the RX states. Active high.
Note: This signal might have glitches, because it has no output
flip-flop and is based on the current state register of the FFCTRL
FSM.

Ox44 bx_active Indicates that FFCTRL is in one of the TX states. Active high.
Mote: This signal might have glitches, because it has no output
flip-flop and is based on the current state register of the FFCTRL
FSM.

Reserved

0x5E dpu_core_activepri(0) High when the DPU is busy processing a low priority thread.

Ox&F dpu_core_activepri(1) High when the DPU is busy processing a high pricnty thread.

RDZM-T24FZ-SMA
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CTRLn IN out Description of OUT signal
(hex) (Command strobes)
Reserved
0x62 dpu_state | active High when low priority thread is pending or active.
0x63 dpu_state_h_active High when high priority thread is pending or active.
Reserved
0x7E ‘o Constant value
Ox7F T Constant value

RDZM-T24FZ-SMA
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11. ExceptionsSummary

Mnemonic Num Description
(hex)
RF _IDLE 0x00 The main radio FSM enters its idle state from any other state. This

exception is not generated when the FSM enters the idle state because of
a device reset.

Tx_FRM_DONE Ox01 TX frame successfully transmitted, which means that TX FIFO is empty
and no underflow occurred. Exception is not generated when TX is aborted
with SRFOFF, SRXON or STXON.

TX_ACK_DONE Ox02 ACK frame successfully transmitted. Exception is not generated when the
acknowledge transmission is aborted with SRFOFF, SRXON or STXOM.

Tx_UNDERFLOW 0x03 Underflow has occurred in the TX FIFO. TX is aborted and the TX FIFO
must be flushed.

TX_OVERFLOW Ox04 An attempt was made to write to TX FIFO while it is full. The instruction is
aborted.

RX_UNDERFLOW 0x05 An attempt has been made to read the RX FIFO without any bytes

available to read. Instruction is aborted.

Mote that the RX_UNDERFLOW exception should only be used for
debugging software, and should not be trusted in a RX FIFO readout
routine. In some scenarios the RX_UNMDERFLOW exception will not be
issued when a reading starts even when the RX_FIFO is empty.

RX_OVERFLOW Ox08 An attempt has been made by RF_core to write to RX FIFO while the RX
FIFQ is full. The byte that was attempted written to the RX FIFO is lost.
Reception of data is aborted and the FSM enters the r_overflow state.
Recommended action is to issue a SFLUSHRX command strobe to empty
the RX FIFO and restart RX.

RXEMABLE ZERO Ox07 RX enable register has changed value to all zeros.

RX _FREM _DONE Ox08 A complete frame has been received. | E the number of bytes set by the
length field is received.

RX _FRM_ACCEPTED | 0x09 When frame filtering is enabled, this exception is generated when a frame
is accepted (happens immediately after receiving the fields required to
determine the outcome).

SRC_MATCH_DONE 0x04 | When source address matching is enabled, this exception is generated
upon completion of source address matching. The exception is generated
regardless of the result.

SRC MATCH FOUND | Ox0B If a source match is found, this exception is generated immediately before
SRC_MATCH_DONE.

FIFOP Ox0C The RX FIFO is filled up with bytes that have passed address filtering to
the FIFOP threshold value defined in register, or at least one complete
frame has been written to the RX FIFO. High when FFCTRL is in the
rx_overflow state.

SFD 0x0D Start of frame delimiter received when in RX or start of frame delimiter
transmitted when in TX.

DPU_DONE_L 0x0E Low priority DPU operation completed. Will not be i1ssued if operation fails
or is aborted.
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Mnemonic Num Description
(hex)
DPU_DOME_H 0x0F High priority DPU operation completed. Will not be issued if operation fails
or is aborted.

MEMADDR_ERROR 0x10 An illegal address has been used for an instruction. Instruction is aborted.

USAGE_ERROR Ox11 Instruction performed in a context that does not permit this instruction.
Instruction 1s aborted.

COPERAND_ERROR 0x12 \Wrong format for instruction. Instruction is aborted. This will happen for a
multi-byte fixed-length instruction if C3n is raised on a byte boundary but
before the required number of operands has been transferred.

SPI_ERROR 0x13 An SPI transfer was aborted by raising C5n in the middle of a byte. (l.e.
not on a byte boundary)
RF_NO_LOCK Ox14 If no lock has been found before 256 us after entering RX this exception

will go active. Also a negative edge on LOCK_STATUS when in RX will
trigger this exception.

Rx_FRM_ABORTED Ox15 Frame reception aborted. Not i1ssued when R¥X_OVERFLOW occurs.

RXBUFMOW_TIMEOUT | Ox16 RXBUFMOV has timed out. There were not enough bytes available in the
RX FIFO and the wait time set by DFUCOMN RXTIMEOUT has expired.

UNUSED Ox17 Reserved

12. Power Modes

RDZMT24FZSMAhas three power modes as described below. In all these
power modes the supply voltage is appliedthe circuit.

In Low Power Mode ZLPM2) the digital voltage regulator is turned off (VREG_EN=0)
and no clocks are running. No data is retained. All analog modules are in power down
state. When the device has been in LPM2, all register content is kfsireBentering
LPM2, it is strongly recommended that the device is reset. This way, the configuration
will always be the same when the power to the digital part is removed, and it is less
likely that there will be issues with current spikes or other sifleats of the power

being removed.

In Low Power Mode ILPM1) the digital voltage regulator is on (VREG_EN=1), but no
clocks are running. Data is retained. The powers down signals to the analog modules are
controlled by the digital part.

In Active modethe digital voltage regulator is on (VREG_EN=1) and the crystal oscillator
clock is running. The powers down signals to the analog modules are controlled by the
digital part.
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13. Instruction Set

TheRDZMT24FZSMAhas a comprehensive instruction set. Tihstructions are
transferred toRDZMT24FZSMAvia the SPI, and can consist of one or more bytes. The
first byte contains the unique epode and the following bytes are parameters needed
to execute the selected instruction. In the following sections, evesiruiction and
parameter is described in detalil.

Definitions

wAll parameters and data are transferred over the SPI with their most significant bit first
and their least significant bit last.

wFor instructions that read data froRDZMT24FZSMA the data bye will replace the
status byte on the SO pin.

wAddress parameters point to the least significant byte in a block of data. The address
A+1 contains the next but least significant byte and so on.

wWhenRDZMT24FZSMAautomatically increments addresses, iflwrap around
when incrementing beyond the highest possible address (OXFFF).

wAn instruction is ended by either sending the complete instruction (for finite
AYAGNHzZOGA2Yy a0 2NI NI AaAy3 /{ O6C2NIAYTFAYAGS Ay
summary).

wOnce an instruction is ended a new instruction can be started.

wlf an instruction is ended before it is complete or if the instruction is not recognized,
an OPERAND_ERROR exception is raised.

wlf the user sets parameter bits explicity a6 R | a WnQ Ay Ay adaNHzOGA2Y
WMQ Yy ht9w! b5¢9wwhw SEOSLIiA2Y A& NIAaSRo

wWhen an instruction is aborted an error exception is raised and the SPI interface
ceases to receive further data until CS has been set high then low again. The imistruct
that was aborted may have made changes to memory contents before it was aborted.

wlf the SPI interface is reset (by pulling CS high) in the middle of an SPI byte transfer (i.e.
not between bytes) an SPI_ERROR exception is raised.

RDZM-T24FZ-SMA Pagel6 of 62 Version No:V1.0



@ Reindeer Systems Pvt Ltd Excellence Throughnovation

Codes used in Inatction Set

The codes shown below are used in the descriptions of the instructions. They represent
bits selectable by the user. A sequence of bits thus represented by the same letter, even
when spanning multiple bytes represents a word with a width etu#he number of
repeated letters and with MSB the leftmost bit in the

first byte transferred with this encoding. Such words may be represented in the text as a
capital letter of the encoding letter in which case they shall be interpreted as a positive
integer encoded by the bits represented in the encoding by the same letter only in
lower-case. Note that the bits that refer to one such integer need not be continuous in
the encoding. So the encoding aaaaeeee aaaaaaaa eeeeeeee represents two 12 bit
words transferred in three bytes with the most significant bits of each word transferred

in the first byte.

Code Description
a, e kn Address data
b Bit address
i Instruction
d Data
5 Status hyte
p Priority
m Security parameter
c,f Count
Don't care
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Instruction Set:
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